Segmenting the Internet of Things (IoT)
“The Internet of Things is big. Really big. You just won't believe how
vastly, hugely, mind-bogglingly big it is.”–Misquote from The
Hitchhiker’s Guide to the Galaxy

Introduction
People across a variety of industries have been looking for a useful, functional model of
the Internet of Things (IoT) to frame their technology and product investments. This
paper presents our vendor-neutral and technology-neutral segmentation, with as little
jargon as possible. It is both simple to understand and comprehensive.
Figure 1: IoT Segmentation

We described how we developed our model in a previous report Behaviorally
Segmenting the Internet of Things (IoT). In this new report, we enhance our model and
focus on the “what” instead of the “why”.

How Does Behavior Apply to IoT?
All systems exhibit behavior: identifiable, predictable, operational patterns. We define
“behavior” a little differently when talking about consciousness (human and otherwise),
but behavior is defined by predictable patterns at its core.
Our segmentation of IoT uses two important sets of behavioral tensions.
 Needs: Survive vs. Thrive. This tension is between systems that ensure that we
live and systems that help us improve how we live and help us to live well.
 Input: Autonomous vs. Reactive. Another way of expressing this tension would
be self-directed vs. interactive or responsive behavior: systems that operate with
little external input from humans vs. those that wait for human direction before
taking action. For pet owners, cats (autonomous) vs. dogs (reactive) is another
expression of this tension.
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We use these two sets of tensions to describe two axes, shown in Figure 2, onto which
we map the IoT.
 Needs: Existence vs. Experience. Protect vs. Optimize
 Input: Industrial vs. Human. Hard operational rules vs. Interaction with people
Figure 2: IoT Behavioral Tensions

Describing IoT Market Segments
Our two sets of tensions describe four segments (a 2x2 matrix), as shown in Figures 3
and 4. At a high level, each segment describes a differentiated behavior that defines a
class of IoT devices and services. Table 1 summarizes the high-level differences
between the segments.
Table 1: Mapping Human Expectations onto IoT
Human-Centric
Expectation
Effectively manage repetitive
services
Operational Perform dangerous and/or
repetitive tasks
Life
Improve day-to-day quality of
life
Attainment Improve the breadth and
depth of the experience of
living
Segment
Monitoring

IoT System
Expectation
Recognize patterns, find exceptions to them, and
generate new patterns
Enforce continuous patterns, and iteratively
improve patterns for a high degree of assurance
Enhance fundamental needs by recognizing
patterns and responding to them
Enable discretionary wants and lifestyle
improvement by recognizing patterns and
providing interactive feedback
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Figure 3: IoT Segment Differentiation

Figure 4: IoT Segment Descriptions

IoT Market Segment Detail
There is an incredible amount of detail for each of our IoT market segments. We provide
some examples here to give a flavor for each of the segments. We will dive deeper into
each of the segments in the future.
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Figure 5: IoT Market Segment Examples

Monitoring
Efficiency is conservation. Monitoring embeds sensors into our
infrastructure, so that we can figure out what’s happening. Sensor
data is analyzed either in real-time or at a predetermined point to
determine how to maintain a system better or to improve its efficiency.
But these improvements are imposed externally on the local
environment, and most often they are completely decoupled in time
and methodology from the sensor systems used to gather system
performance data. For instance, a building security system may determine that an
intruder has entered the building, but the response is a police unit dispatched to
confront the intruder. If the intruder alert is in fact a false negative (for example, if the
person was authorized to enter the building but incorrectly flagged as an intruder) then
external changes are typically made to the system to correct the misidentification. The
only indication of changes may be new rules implemented in a cloud-based recognition
service at a future date.
We include home health monitoring devices prescribed by a healthcare professional via
companies like Vidyo or insurance system in this segment, because they are closely
tied to the service and are not designed to be responsive to consumers in an engaging,
interactive sense.
Operational
Repetition, precision, assurance: we depend on Operations devices to
do a job, and we notice when they fail to do their intended job. There
are human consequences when they fail. Money, resources, and/or
time is lost, and perhaps human safety is compromised. Sensors and
control capabilities are increasingly designed into Operations devices,
or they are retrofitted into existing deployed devices. Factory
automation and robotics fall into this category, as do the jet engines
GE builds.
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Operational devices send a rich stream of sensor data to back-end analytics systems,
which then preemptively alert maintenance technicians that they require servicing. It is
important to note that in all of these segments, many real-time decisions will be based
on data in-flight (as it streams from end-points), while other deeper analytics may be
performed on data stored for later analysis.
Life
Major appliances like refrigerators, residential air conditioners,
dishwashers, and laundry washers and dryers from manufacturers
like Whirlpool and Bosch automate more fundamental human needs.
Vendors will design an increasing number of sensors into these
products, along with connectivity, to improve their quality-of-service
and useful product lifetime. Predictive maintenance and performance
feedback to consumers will drive new service-based revenue streams
for both manufacturers and aftermarket service providers.
People use these products every day as part of the infrastructure of their life. In a
mature economy, we need to wash and dry our clothes on a regular basis, have clean
dishes, heat and/or cool the air, etc. These consumer end-points are considered more
of an investment than a discretionary purchase, because they are either big, heavy, and
relatively expensive to purchase, or they are physically integrated into the structure of a
residence and expensive and/or hard to install. People expect a longer useful product
lifetime from these products. In emerging economies these systems may be purchased
as community resources.
Attainment
This is an aspirational segment and, in many respects, a first-world
segment. People spend their hard-earned time and money on these
products simply to feel good or to feel good about themselves. For
example, fitness tracking systems like Basis B1 start with a
“wearable” IoT bracelet that contains accelerometers and a simple
device-control user experience. In Basis’s case, the B1 device
continually sends its accelerometer data to the owner’s smartphone or
PC via Bluetooth, and from there the data is sent to Basis’s Big Data analytics servers
via the client device’s wireless connectivity. A summary of the owner’s performance is
sent back to their smartphone at the request of Basis’s app. The owner may also
change a few of the device settings and set vibration alarms through the smartphone
app or through the web interface.
Home automation fits into the Attainment category for the next decade or more.
Vendors like Nest, Sonos, Korus, Honeywell, Hue, Insteon, Elan, 2Gig, and Revolv
allow consumers to control lighting, door locks, garage door openers, HVAC, and
distributed music. Today these are aspirational purchases and dependent on higher
discretionary income. Designing automation into baseline homes and lifestyles is still
over the horizon.
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IoT Model Axis Differentiation
Our tensions let us model a couple of important features of the larger IoT market.
 Services vs. Devices Figure 6
 Interconnectivity vs. User Experience Figure 7
In general, IoT systems that address Existence have a stronger focus on end-points,
while IoT systems that address Experience have a stronger focus on services.
Figure 6: Existence vs. Experience

Also generalizing, Industrial systems tend to focus on the connections between
components (machine-to-machine or M2M), while Human systems tend to focus on the
connection between a system and a person (user experience or UX).
Figure 7: Industrial vs. Human
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The Elephant in the Room: Big Data
We have written previously about Big Data, and in our evolving glossary of technical
terms we describe the attributes of Big Data.
 Automagic generation
 Continuous transmission
 Unstructured content
 Real-time pattern recognition
Refining the real-time pattern recognition thought, a Big Data system has two
concurrent and continuous activities—operations and analytics (the “how” of pattern
recognition)—that can be distributed through a system. Operations are continuous,
because we expect modern digitally-controlled systems to operate just like their old
analog counterparts.
Big Data implies that these operational systems continually generate and transmit data
about their performance. We call these performance data “behavioral observations”. A
second system continuously analyzes the performance data to identify patterns in its
operational behavior. We call the results of this analysis “behavioral insights”.
We generalize the operational system as an “operations plane”, because it
encompasses such a wide range of system types and operational behavior. Similarly,
we call the continuous analysis function an “analysis plane”. The behavioral insights
generated by the analysis plane allow the system to make changes to the operations
plane, so it is easy to understand why we call that action “control”. See Figure 8 for a
generalized overview of the flow of a Big Data system.
Figure 8: Big Data Concurrent Cycles
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Some open source software systems use “data plane” and “control plane” language to
describe this system. The “data” and “control” nomenclature originated in core network
routers (long before software defined networking (SDN) unbundled them) and doesn’t
extend very well into describing other systems. But that hasn’t prevented the
terminology from sticking in the technical community. Figure 9 shows that “data plane”
really describes ongoing operations of some sort, while “control plane” is really an
analysis function that occasionally makes changes to the behavior of the data plane.
Figure 9: Translating to “Data Plane” and “Control Plane”

We find it difficult to separate Big Data from IoT. They represent complementary,
reinforcing business models and technologies. And IoT without analysis is pointless.
Why capture a stream of data if you are not going to analyze it and look for trends?
Figure 10 is a high-level, somewhat abstract view of sensor-enabled systems interacting
with increasingly more sophisticated data aggregation and analytic capabilities. An
important quality of advanced analytics is the ability to discover new insights over time
and to address emerging and unforeseen challenges as they arise.
Many sensors will be co-located with enough compute power to perform local analytics
for low-level, real-time behavior modification. There also may be multiple levels of
networked aggregation points (gateways) that can perform increasingly sophisticated
analysis and control feedback, without reaching all of the way into cloud-based Big Data
pattern recognition.
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Figure 10: High-Level View of IoT and Big Data

Call to Action
We conclude this high-level overview by observing that it is possible to describe
complex sets of technologies and their interactions as simple but understandable and
valuable segment models.
The four IoT segments we define in this document are easy to understand and describe
a wide range of IoT systems and their value.
In future papers and blogs we will continue to dive deeper into the implications of our
model and how to make it actionable.
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